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Introduction  
 

This document describes  the installation and configuration of Tenable Network  Securityôs 

Ne ssus  4 .2  vulnerab ility scanner. Please share your comments and suggestions with us by 

emailing them to support@tenablesecurity.com . 

 

Tenable Network Security, Inc. is the author and manager of the Nessus Security Scanner. 

In addition to constantly improving the Nessus engine, Tenable writ es most of the plugins 

available to the scanner , as well as compliance checks and a wide variety of audit policies . 

 

Prerequisites, deployment options , and a  walk - through of an installation will be discussed  in 

this document . A basic understanding of U nix  and vulnerability scanning is assumed.  

 

Starting with Nessus 4.2, user management of the Nessus server is conducted through a 

web interface and it is no long er necessary to use a standalone  NessusClient. The 

standalone NessusClient will  still connect and operate the scanner, but it will not be 

updated.  

 

OS Support  

 

Nessus is available and supported for a variety of operating systems  and platforms :  

 

¶ Red Hat ES 4 ( i386 ) , and ES 5 (i386 and x86 -64)  

¶ Fedora Core 10  (i386 and x86 -64) [Compatible with Fedora 9]  

¶ Fedora Core 11 (i586 and x86 -64)  

¶ Fedora Core 12 (i586 and x86 -64)  

¶ Debian 5 (i386  and  x86 -64 )  

¶ FreeBSD 7  (i386 and  x86 -64)  

¶ Ubuntu 8. 04  (i386  and  x86 -64 )  

¶ Ubuntu 8 .10 (i386 and  x86 -64)  

¶ Ubuntu 9.10 (i386 and x86 -64)  

¶ Mac OS X 10. 4 / 10. 5 (i386, x86 -64, ppc)  

¶ Windows  XP, Server 2003, Server 2008 , Vista  and Windows 7 (i386 a nd x86 -64)  

¶ SuSE 9.3 (i386 )  

¶ SuSE 10.0 (i386  and x86 -64 )  

¶ Solaris 10  

 

Standards and Conventions  

 

Thro ughout the documentation, filenames, daemons and executables are indicated with a 

courier bold  font such as setup.exe .  

 

Command line options and keywords will also be printed with the courier bold  font. 

Command line options may or may not include the comma nd line prompt and output text 

from the results of the command. Often, the command being run will be boldfaced  to 
indicate what the user typed. Below is an example running of the Unix pwd command.  

 
# pwd 

/opt/nessus/  

# 

 

mailto:support@tenablesecurity.com


 

Copyright 2004 -20 10 , Tenable Network Security , Inc.  5 
 

 

Important notes and considerations  are highlighted with this symbol and grey text 

boxes.  

Background  
 

Nessus is a powerful, up - to -date and easy to use network security scanner. It is currently 

rated among the top products of its type throughout the security industry and is endorsed 

by prof essional information security organizations such as the SANS Institute. Nessus allows  

you to remotely audit a given network and determine if  it has been br oken into or misuse d 

in some way . Nessus also provides the ability to locally audit a specific machin e for 

vulnerabilities, compliance specifications, content policy violations and more . 

 

Intelligent Scanning ï Unlike many other security scanners, Nessus does not take 

anything for granted. That is, it will not assume  that a given service is running on a f ixed 

port . This means  if you run your web server on port 1234, Nessus will detect it and test its 

security  appropriately . It will attempt to validate a vulnerability through exploitation when 

possible. In cases where it is not reliable or may negatively im pact the target, Nessus may 

rely on a server banner to determine the presence of the vulnerability. In such cases, it will 

be clear in the report output if this method was used.  

 

Modular Architecture ï The client/server ar chitecture provides  the flexibilit y to deploy the 

scanner (server) and connect to the GUI (client) from any machine with a web browser, 

reducing management costs (one server can be accessed by multiple clients).  

 

CVE Compatible ï Most  plugin s link to CVE for administrators to retrieve furt her 

information on published vulnerabilities. They also frequently include references to Bugtraq  

(BID) , OSVDB  and vendor security alerts.  

 

Plugin Architecture ï Each security test is written as an external plugin  and grouped into 

one of 42  families . This w ay, you can easily add your own tests , select specific plugins or 

choose an entire family without having to read the code of the Nessus server engine , 
nessusd .  The complete list of the Nessus plugins is available at 

http://www.nessus.org/plugins/index.php?view=all . 

 

NASL ï The Nessus scanner includes NASL (Nessus Attack Scripting Language) , a language 

designed specifically to write security test s easily and quickly . Note that security checks can 

also be written in the C programming language.  

 

Up - to - date Security Vulnerability Database ï Tenable focuses on the development of 

security checks for newly disclosed vulnerabilities. Our security check database is updated 

on a daily basis and all the newest security checks are available at 

http://www.nessus.org/scripts.php . 

 

Tests Multiple Hosts Simultaneously  ï Depending on the configuration of the Nessus 

scanner system, you can test a large number of  hosts concurrently . 

 

Smart S ervice Recognition ï Nessus does not expect  the target hosts to respect IANA 

assigned port numbers. This means that it will recognize a FTP server running on a non -

standard port ( e.g.,  31337) or a web server running on port 808 0 instead of 80 . 

 

Multiple Services ï If  two or more web servers are run on a  host  ( e.g. , one on port 80 

and another on port 8080 ), Nessus will identify and test all of them.  

http://www.nessus.org/plugins/index.php?view=all
http://www.nessus.org/scripts.php
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Plugin  Cooperation ï The security tests performed by Nessus plugins cooperate so  that 

unnecessary checks are not performed . If your FTP server does not offer anonymous logins, 

then anonymous  login related security checks will not be performed.  

 

Complete Reports ï Nessus will not only tell you what security vulnerabilities exist on 

you r network and the risk level of each (Low , Medium, High  and Critical ), but it will also tell 

you how to mitigate them by offering solutions . 

 

Full SSL Support ï Nessus has the ability to test services offered over SSL such as HTTPS, 

SMTPS, IMAPS and more.  

 

Smart Plugins (optional) ï Nessus will determine which plugins should or should not be 

launched against the remote host . For example , Nessus will not test s endmail vulnerabilities 

against Postfix. This option is called ñoptimization ò. 

 

Non - Destructive (op tional) ï Certain checks can be detrimental to specific network 

services. If you do not want to risk causing a service failure on you r network , enable the 

ñsafe checks ò option of Nessus, which will make Nessus rely on banners rather than 

exploiting real fl aws to determine if a vulnerability is present.  

 

Open Forum ï Found a bug?  Questions about Nessus? Start a discussion at 

https://discussions.nessus.org/ .  

Prerequisites  
 

Tenable recommends a minimum of 1 GB  of memory to operate Nessus. To conduct larger 

scans of multiple networks, at least 2 GB of memory is recommended, but it may require up 

to 4 GB.  

 

A Pentium 3 processor running at 2 G Hz or higher is recommended. When running on Mac 

OS X, a dual -core Intel®  processor running at 2 G Hz or higher is recommended.  

 

Nessus can be run under a VMware instance, but if the simulated machine is using Network 

Address Translation (NAT) to reach the network, many of Nessusô vulnerability checks, host 

enumeration and operat ing system identification will be negatively affected.  

 

Nessus Unix  

 

Before installing Nessus on Unix/Linux, there are several libraries that are required. Many 

operating systems install these by default and typically do not require separate installation:  

 

¶ OpenSSL  (e.g., openssl, libssl, libcrypto)  

¶ zlib  

¶ GNU C Library  (i.e., libc)  

 

Nessus Windows  

 

Microsoft has added changes to Window s XP SP-2 and newer (Home and Pro) that can 

impact the performance of Nessus Windows. For increased performance and scan reliability 

it is highly recommended that Nessus Windows be installed on a server product from the 

https://discussions.nessus.org/
http://openssl.org/
http://www.zlib.net/
http://www.gnu.org/software/libc/
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Microsoft Windows family such as  Win dows Server 2003.  For more information on this issue 

please see the ñNessus Windows Troubleshooting ò section.  

Deployment Options  
 

When deploying Nessus, knowledge of routing, filters and firewall polic ies is often helpful . It 

is recommended that Nessus be deployed so that it has good IP connectivity to the 

networks it is scanning. Deploying behind a NAT device is not desirable unless it is scanning 

the internal network. Any time a vulnerability scan flo ws through a NAT or application proxy 

of some sort, the check can be distorted and a false positive or negative can result. In 

addition , if the system running Nessus has personal or desktop firewalls in place, these tools 

can drastically limit the effectiv eness of a remote vulnerability scan.  

 

 

Host -based firewalls can interfere with network vulnerability scanning. Depending 

on your firewallôs configuration, it may prevent, distort or hide the probes of a 

Nessus scan.  

Vulnerability Plugin Subscriptions  
 

Numerous new vulnerabilities are made public by vendors, researchers and other sources 

every day. Tenable strives to have checks for recently published vulnerabilities tested and 

available as soon as possible, usually within 24 hours of disclosure. The chec k for a specific 

vulnerability is known by  the Nessus scanner as a ñpluginò. A complete list of all the Nessus 

plugins is available at  http://www.nessus.org/plugins/index.php?view=all . Tenab le 

distributes the latest vulnerability plugins in two modes for Nessus ; the ProfessionalFeed  

and the HomeF eed.  

 

 

With Nessus 4, you are required to register for a plugin feed and update the 

plugins before Nessus will start  and the Nessus scan interface b ecomes available . 

The plugin update occurs in the background after initial scanner registration and 

can take several minutes.  

 

Which Feed is For You?  

 

Specific directions to configure Nessus to receive either a HomeFeed or ProfessionalFeed  are 

provided la ter in this document. To determine which Nessus feed is appropriate for your 

environment, consider the following :  

 

HomeFeed  

 

If you are using Nessus  at home for non -professional purposes, you  may subscribe to the 

HomeFeed. New plugins for the latest securi ty vulnerabilities are immediately released to 

HomeFeed users. There is no charge to use the HomeFeed, however, there is a separate 

license for the HomeFeed that  users must agree to comply with. To register for the 

HomeFeed, visit http://www.nessus.org/register/  and register your copy of Nessus to use 

the HomeFeed. Use the Activation Code you receive from the registration process when 

configuring Nessus to do updates.  HomeFeed users do not receive access to th e Tenable 

Support Portal , compliance checks  or content audit policies . 

 

ProfessionalFeed  

 

http://www.nessus.org/plugins/index.php?view=all
http://www.nessus.org/register/
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If you  are using Nessus for commercial purposes  (e.g., consulting), in a business 

environment or in a government environment , you  must purchase a ProfessionalFeed. New 

plugins for the latest security vulnerabilities are immediately released to ProfessionalFeed 

users . Security Center customers are automatically subscribed to the ProfessionalFeed and 

do not need to purchase an additional feed unless they have a Nessus sc anner that is not 

managed by the Security Center.  

 

Tenable provides commercial support , via the Tenable Support Portal  or email , to 

ProfessionalFeed customers who are using Nessus 4. The ProfessionalFeed also includes a 

set of host -based compliance checks for U nix  and Windows that  are  very useful when 

performing compliance audits such as SOX, FISMA  or FDCC . 

 

You may purchase a ProfessionalFeed either through Tenableôs e-commerce site at 

https://products.nessus.org/  or, via a purchase order through Authorized ProfessionalFeed 

Partners . You will then rec eive an Activation Code from Tenable. This code will be used 

when configuring your copy of Nessus for updates.  

 

 

If you are using Nessus in conjunction with Tenableôs Security Center, the Security 

Center will have access to the ProfessionalFeed and will a utomatically update your 

Nessus scanners.  

Unix /Linux  

Upgrading  

 

This section explain s how to upgrade Nessus from a previous Nessus installation.  

 

The following table provides upgrade instructions for the Nessus server on all previously 

supported  platforms . Configuration settings and  users that were created previously will 

remain  intact.  

 

 

Make sure any running scans have finished before stopping nessusd .  

 

Any special upgrade instructions are provided in a note following the example.  

 

Platform  Upgrade Ins tructions  

Red Hat ES 4 (32 bit ), ES  5 (32 and 64 bit)  

Upgrade Commands  # service nessusd stop  

 

Use one of the appropriate command s below that corresponds to  

the version of Red Hat you are running:  

 
# rpm - Uvh Nessus - 4.x.x - es4 .i386.rpm  

# rpm - Uvh Nessus - 4.x.x - es5 .i386.rpm  

# rpm - Uvh Nessus - 4.x.x - es5 . x86_64 .rpm  

 
Once the upgrade is complete, restart the nessusd  service with 

the following command:  

https://support.tenablesecurity.com/support-center/
https://products.nessus.org/
http://www.tenablesecurity.com/partners/index.php?view=ProfessionalFeed_partners
http://www.tenablesecurity.com/partners/index.php?view=ProfessionalFeed_partners
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# service nessusd start  

Sample Output  # service nessusd stop  

Shutting down Nessus servic es:                [  OK  ]  

# rpm - Uvh Nessus - 4. 2.0 - es4 .i386.rpm  

Preparing...           

########################################### [100%]  

Shutting down Nessus services:  

   1:Nessus            

########################################### [100%]  

nessusd (Nessus) 4. 2.0 for Linux  

(C) 1998 ï 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins loaded  

 -  Please run /opt/nessus/sbin/nessus - adduser to add an 

admin user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to   

   obtain all the newest plugins  

 -  You can start nessusd by typing /sbin/service 

nessusd start  

 

# service nessusd start   

Start ing Nessus services:                     [  OK  ]  

# 

Fedora Core  10 (32 and 64 bit) , 11 (32 and 64 bit)  and 12 ( 32 and 64 bit )  

Upgrade Commands  # service nessusd stop  

 

Use one of the appropriate command s below that correspond s to  

the version of  Fedora Core  you are running:  

 
# rpm - Uvh  Nessus - 4.x.x - fc10 .i386.rpm  

# rpm - Uvh  Nessus - 4.x.x - fc10 . x86_6 4.rpm  

# rpm - Uvh  Nessus - 4.x.x - fc11 .i386.rpm  

# rpm - Uvh  Nessus - 4.x.x - fc11 . x86_64 .rpm  

# rpm - Uvh  Nessus - 4.x.x - fc12 .i386.rpm  

# rpm - Uvh  Nessus - 4.x.x - fc12 . x86_64 .rpm  

 

Once the upgrade is complete, restart the nessusd  service with 

the following command:  

 
# serv ice nessusd start  

Sample Output  # service nessusd stop  

Shutting down Nessus servic es:                [  OK  ]  

# rpm - Uvh Nessus - 4. 2.0 - fc10 .i386.rpm  

Preparing...           
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########################################### [100%]  

Shutting down Nessus services:  

   1:Nessus            

########################################### [100%]  

nessusd (Nessus) 4. 2.0 for Linux  

(C) 1998 ï 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins load ed 

 -  Please run /opt/nessus/sbin/nessus - adduser to add an 

admin user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to   

   obtain all the newest plugins  

 -  You can start nessusd by typing /sbin/service 

nessusd start  

 

# service nessusd  start   

Start ing Nessus services:                     [  OK  ]  

# 

Su SE 9.3, 10  

Upgrade Commands  # service nessusd stop  

 

Use one of the appropriate command s below that correspond s to  

the version of  SuSE you are running:  

 
# rpm - Uvh  Nessus - 4.x.x - suse9.3.i5 86.rpm  

# rpm - Uvh  Nessus - 4.x.x - suse10.0.i5 86.rpm  

 

Once the upgrade is complete, restart the nessusd  service with 

the following command:  

 
# service nessusd start  

Sample Output  # service nessusd stop  

Shutting down Nessus servic es:                [  OK  ]  

# r pm - Uvh Nessus - 4. 2.0 - suse10.0 .i 586.rpm  

Preparing...           

########################################### [100%]  

Shutting down Nessus services:  

   1:Nessus            

########################################### [100%]  

nessusd (Nessus) 4. 2.0 for Linux  

(C) 1998 ï 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins loaded  

 -  Please run /opt/nessus/sbin/nessus - adduser to add an 

admin user  
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 -  Register your Nessus scanner at 

http: //www.nessus.org/register/ to   

   obtain all the newest plugins  

 -  You can start nessusd by typing /sbin/service 

nessusd start  

 

# service nessusd start   

Start ing Nessus services:                     [  OK  ]  

# 

Debian 5 (32 and 64 bit)  

Upgrade Commands  # /etc/init.d/nessusd stop  

 

Use one of the appropriate command s below that  correspond s to  

the version of Debian  you are running:  

 
# dpkg - i Nessus - 4.x.x - debian 5_i386.deb  

# dpkg - i Nessus - 4.x.x - debian 5_amd64.deb  

 

# /etc/init.d/nessusd start  

Sample Output  # /etc/init.d/nessusd stop  

 

# dpkg - i Nessus - 4. 2.0 - debian5 _i386.deb   

(Reading database ... 19831 files and directories 

currently installed.)  

Preparing to replace nessus 4. 2.0  (using Nessus - 4. 2.0 -

debian5 _i386.deb) ...  

Shutting down Nessus : .  

Unpacking replac ement nessus ...  

 

Setting up nessus ( 4. 2.0) ...  

 

nessusd (Nessus) 4. 2.0. for Linux  

(C) 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins loaded  

 

 -  Please run /opt/nessus /sbin/nessus - adduser to add an 

admin user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to   

   obtain all the newest plugins  

 -  You can start nessusd by typing /etc/init.d/nessusd 

start  

 

# /etc/init.d/nessusd start  

 

Starting Nessus : .  

# 
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Ubuntu 8.04 , 8.10  and 9.10 (32 and 64 bit)  

Upgrade Commands  # /etc/init.d/nessusd stop  

 

Use one of the appropriate commands below that  correspond s to 

the version of  Ubuntu you are running:  

 
# dpkg - i Nessus - 4.x.x - ubuntu804_i386.deb  

# dpkg - i Nessus - 4.x.x - ubuntu804_amd64.deb  

# dpkg - i Nessus - 4.x.x - ubuntu810_i386.deb  

# dpkg - i Nessus - 4.x.x - ubuntu810_amd64.deb  

# dpkg - i Nessus - 4.x.x - ubuntu9 10_i386.deb  

# dpkg - i Nessus - 4.x.x - ubuntu9 10_amd64.deb  

 

# /etc/init.d/nessusd start  

Sample Output  # /etc/init.d/nes susd stop  

 

# dpkg - i Nessus - 4. 2.0 - ubuntu810_i386 .deb   

(Reading database ... 19831 files and directories 

currently installed.)  

Preparing to replace nessus 4. 2.0  (using Nessus - 4. 2.0 -  

ubuntu810_i386 .deb) ...  

Shutting down Nessus : .  

Unpacking replacement ness us ...  

 

Setting up nessus ( 4. 2.0) ...  

 

nessusd (Nessus) 4. 2.0. for Linux  

(C) 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins loaded  

 

 -  Please run /opt/nessus/sbin/ness us - adduser to add an 

admin user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to   

   obtain all the newest plugins  

 -  You can start nessusd by typing /etc/init.d/nessusd 

start  

 

# /etc/init.d/nessusd start  

 

Starting Nessus : .  

# 

Solar is 10  

Upgrade Commands  # /etc/init.d/nessusd stop  

# pkginfo | grep nessus  

 

The following is example output for the previous command 
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showing the Nessus package:  

 
application TNBLnessus               The Nessus Network  

Vulnerability Scanner  

 

To remove the N essus package on a Solaris  system , run the 

following command:  

 
# pkgrm <package name>  

 
# gunzip Nessus - 4.x.x - solaris - sparc.pkg.gz  

# pkgadd - d ./ Nessus - 4.2.0 - solaris - sparc.pkg  

 

The following packages are available:  

  1  TNBLnessus - 4- 2- 0     TNBLnessus  

                          (sparc) 4 . 2.0  

 

Select package(s) you wish to process (or 'all' to 

process  

all packages). (default: all) [?,??,q]: 1 

 
# /etc/init.d/nessusd start  

Sample Output  # /etc/init.d/nessusd stop  

# pkginfo | grep nessus  

 

application TNBLnessus               The Nessus Network  

Vulnerability Scanner  

 

# pkgrm TNBLnessus  

(output redacted)  

## Updating system information.  

 

Removal of <TNBLnessus> was successful.  

 

# gunzip Nessus - 4. 2.1 - solaris - sparc.pkg.gz  

# pkgadd - d ./ Nessus - 4.2. 1- solaris - sparc.pkg  

 

The following packages are available:  

    1  TNBLnessus     The Nessus Network Vulnerability 

Scanner  

                    (sparc) 4.2.1  

Select package(s) you wish to process (or 'all' to 

process  

all packages). (default: all) [?,??,q]: 1 

 

Processing package  instance <TNBLnessus> from 

</export/home/cbf/TENABLE/Nessus - 4.2.1 - solaris -

sparc.pkg>  

 

The Nessus Network Vulnerability Scanner  

(sparc) 4.2.1  

## Processing package information.  

## Processing system information.  

   13 package pathnames are already properly installed.  
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## Verifying disk space requirements.  

## Checking for conflicts with packages already 

installed.  

## Checking for setuid/setgid programs.  

 

This package contains scripts which will be executed 

with super - user  

permission during the process of insta lling this 

package.  

 

Do you want to continue with the installation of 

<TNBLnessus> [y,n,?]  

 

Installing The Nessus Network Vulnerability Scanner as 

<TNBLnessus>  

 

## Installing part 1 of 1.  

(output redacted)  

## Executing postinstall script.  

 

 -  Please run /o pt/nessus/sbin/nessus - adduser to add a 

user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to obtain  

   all the newest plugins  

 -  You can start nessusd by typing /etc/init.d/nessusd 

start  

 

 

Installation of <TNBLnessus> was successful.  

 
# /etc/init.d/nessusd start  

# 

Notes  To upgrade Nessus on Solaris,  you must first uninstall the 

existing version and then install the newest release. This process 

will not remove the configuration files or files that were not part 

of the original installat ion.  

 

If you encounter library compatibility errors, make sure you have 

applied the latest Solaris Recommended Patch Cluster from Sun.  

FreeBSD 7 (32 and 64 bit)  

Upgrade Commands  # killall nessusd  

# pkg_info  

 

This command will produce a list of all the pa ckages in stalled and 

their descriptions.  The following is example output for the 

previous command showing the Nessus package:  

 
Nessus - 4. 0. 2       A powerful security scanner  

 

Remove the Nessus package using the following command:  
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# pkg_delete <package nam e> 

 

Use one of the appropriate command s below that  corresponds to  

the version of FreeBSD  you are running:  

 
# pkg_add Nessus - 4. 2.0 - fbsd 7.tbz  

# pkg_add Nessus - 4. 2.0 - fbsd 7. amd64. tbz  

 

# /usr/local/nessus/sbin/nessusd - D 

Sample Output  # killall nessusd  

# pkg_d elete Nessus - 4. 0. 2 

# pkg_add Nessus - 4. 2.0 - fbsd7 .tbz   

 

nessusd (Nessus) 4. 2.0. for FreeBSD  

(C) 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins loaded  

 

 -  Please run /usr /local/nessus/sbin/nessus - adduser to 

add an  

   admin user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to  

   obtain all the newest plugins  

 -  You can start nessusd by typing 

/usr/local/etc/rc.d/nessusd.sh start  

 

# /usr/local/nessus/ sbin/nessusd - D  

 

nessusd (Nessus) 4. 2.0. for FreeBSD  

(C) 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins loaded  

# 

Notes  To upgrade Nessus on FreeBSD you must fir st uninstall the 

existing version and then install the newest release. This process 

will not remove the configuration files or files that were not part 

of the original installation.  

Installation  

 

 

The first time Nessus updates and processes the plugins, it may take several 

minutes. The web server (or any client connection) will not be available until plugin 

processing has completed.  
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Download the latest version of Nessus from http://www.nessus.org/download/  or through 

the Tenable Support Portal . 

 

 

Unless otherwise noted, all commands must  be performed as the systemôs root 

user.  

 

The following table provides installation instructions for the Nessus server on all supported 

platforms. Any special installation instructions are provided in a note following the example.  

 

Platform  Installation Instructions  

Red Hat ES 4 (32 bit ), ES  5 (32 and 64 bit)  

Install  Command  Use one of the appropriate c ommand s below that  correspond s to  the 

version of  Red Hat you are running:  

 
# rpm - ivh Nessus - 4.x.x - es4 .i386.rpm  

# rpm - ivh Nessus - 4.x.x - es5 .i386.rpm  

# rpm - ivh Nessus - 4.x.x - es5 . x86_64 .rpm  

Sample Output  # rpm - ivh Nessus - 4. 2.0 - es 4.i386.rpm  

Preparing...                

########################################### [100%]  

   1:Nessus                 

########################################### [100%]  

nessusd (Nessus) 4. 2.0. for Linux  

(C) 1998 -  2009 Tenable Network Security, Inc.  

 

 -  Please run /opt/nessus//sbin/ nessus - adduser to add a 

user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to obtain  

   all the newest plugins  

 -  You can start nessusd by typing /sbin/service nessusd 

start  

# 

Fedora Core  10 (32 and 64 bit) , 11 (32 and 64 bit)  and 12 ( 32 and 64 bit )  

Install Command  Use one of the appropriate commands below that corresponds to  the 

version of  Fedora Core  you are running:  

 
# rpm - ivh  Nessus - 4.x.x - fc10 .i386.rpm  

# rpm - ivh  Nessus - 4.x.x - fc10 . x86_64 .rpm  

# rpm - ivh  Nessus - 4.x.x - fc11 .i386.rpm  

# rpm - ivh  Nessus - 4.x.x - fc11 . x86_64 .rpm  

# rpm - ivh  Nessus - 4.x.x - fc12 .i386.rpm  

# rpm - ivh  Nessus - 4.x.x - fc12 . x86_64 .rpm  

Sample Output  # rpm - ivh Nessus - 4. 2.0 - fc10.i386.rpm  

Preparing...                

###########################################  

[100%]  

   1:N essus                 

http://www.nessus.org/download/
https://support.tenablesecurity.com/support-center/
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###########################################  

[100%]  

nessusd (Nessus) 4. 2.0. for Linux  

(C) 1998 -  2009 Tenable Network Security, Inc.  

 

 -  Please run /opt/nessus//sbin/nessus - adduser to add a 

user  

 -  Register your Nessus scanner at 

http: //www.nessus.org/register/  to obtain  

   all the newest plugins  

 -  You can start nessusd by typing /sbin/service nessusd 

start  

 

# 

Su SE 9.3, 10  

Install Command  Use one of the appropriate commands below that corresponds to  the 

version of  SuSE you are runnin g:  

 
# rpm - ivh  Nessus - 4.x.x - suse9.3.i5 86.rpm  

# rpm - ivh  Nessus - 4.x.x - suse10 .0.i5 86.rpm  

Sample Output  # rpm - ivh Nessus - 4. 2.0 - suse10.0.i586.rpm  

Preparing...  ################################## [100%]  

   1:Nessus   ################################## 

[100%]  

Nessusd {Nessus} 4. 2.0. for Linux  

(C) 1998 -  2009 Tenable Network Security, Inc.  

 

-  Please run /opt/nessus//sbin/nessus - adduser to add a 

user  

-  Register your Nessus scanner at 

http://www.nessus.org/register/  to obtain  

all the newest plugins  

-  You can start n essusd by typing /etc/rc.d/nessusd start  

# 

Debian 5 (32 and 64 bit)  

Install  Command  Use one of the appropriate commands below that corresponds to  the 

version of  Debian  you are running:  

 
# dpkg - i Nessus - 4.x.x  - debian 5_i386.deb  

# dpkg - i Nessus - 4.x.x  - deb ian 5_amd64.deb  

Sample Output  # dpkg - i Nessus - 4. 2.0 - debian5_i386.deb  

Selecting previously deselected package nessus.  

(Reading database ... 36954 files and directories 

currently installed.)  

Unpacking nessus (from Nessus - 4. 2.0 - debian5_i386.deb) ...  

Setting up nessus (4. 2.0) ...  

nessusd (Nessus) 4. 2.0. for Linux  

(C) 1998 -  2009 Tenable Network Security, Inc.  
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 -  Please run /opt/nessus/sbin/nessus - adduser to add a 

user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to obtain  

   all the new est plugins  

 -  You can start nessusd by typing /etc/init.d/nessusd 

start  

# 

Notes  The Nessus daemon cannot be started until Nessus has been 

registered and a plugin download has occurred. By default Nessus 

comes with an empty plugin set.  If you attempt to s tart Nessus 

without plugins, the following output is returned:  

 
# /etc/init.d/nessusd start  

Starting Nessus : .  

# Missing plugins. Attempting a plugin update...  

Your installation is missing plugins. Please register and 

try again.  

To register, please visit http://www.nessus.org/register/  

Ubuntu 8.04 , 8.10  and 9.10 (32 and 64 bit)  

Install Command  Use one of the appropriate commands below that corresponds to  the 

version of  Ubuntu you are running:  

 
# dpkg  - i Nessus - 4.x.x - ubuntu804_i386.deb  

# dpkg - i Nessus - 4. x.x - ubuntu804_amd64.deb  

# dpkg - i Nessus - 4.x.x - ubuntu810_i386.deb  

# dpkg - i Nessus - 4.x.x - ubuntu810_amd64.deb  

# dpkg - i Nessus - 4.x.x - ubuntu9 10_i386.deb  

# dpkg - i Nessus - 4.x.x - ubuntu9 10_amd64.deb  

Sample Output  # dpkg - i Nessus - 4. 2.0 - ubuntu804_amd64.deb   

Sel ecting previously deselected package nessus.  

(Reading database ... 32444 files and directories 

currently installed.)  

Unpacking nessus (from Nessus - 4. 2.0 - ubuntu804_amd64.deb) 

...  

Setting up nessus (4. 2.0) ...  

 

 -  Please run /opt/nessus/sbin/nessus - adduser t o add a 

user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to obtain  

   all the newest plugins  

 -  You can start nessusd by typing /etc/init.d/nessusd 

start  

# 

Solaris 10  

Install Command  # gunzip Nessus - 4.x.x - solaris - sparc.pkg.gz  

# pkg add - d ./ Nessus - 4.x.x - solaris - sparc.pkg  
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The following packages are available:  

  1  TNBLnessus     The Nessus Network Vulnerability 

Scanner  

                    (sparc) 4.2.1  

 

Select package(s) you wish to process (or 'all' to process  

all packages). (defaul t: all) [?,??,q]: 1 

Sample Output  # gunzip Nessus - 4.2.1 - solaris - sparc.pkg.gz  

# pkgadd - d ./ Nessus - 4.2.1 - solaris - sparc.pkg  

 

The following packages are available:  

  1  TNBLnessus     The Nessus Network Vulnerability 

Scanner  

                    (sparc) 4.2.1  

 

Select package(s) you wish to process (or 'all' to process  

all packages). (default: all) [?,??,q]: 1 

Processing package instance <TNBLnessus> from 

</tmp/Nessus - 4.2.1 - solaris - sparc.pkg>  

 

The Nessus Network Vulnerability Scanner(sparc) 4.2.1  

## Processing pa ckage information.  

## Processing system information.  

## Verifying disk space requirements.  

## Checking for conflicts with packages already installed.  

## Checking for setuid/setgid programs.  

 

This package contains scripts which will be executed with 

super - user  

permission during the process of installing this package.  

 

Do you want to continue with the installation of 

<TNBLnessus> [y,n,?]  

Installing The Nessus Network Vulnerability Scanner as 

<TNBLnessus>  

 

## Installing part 1 of 1.  

(output redacted)  

## Execut ing postinstall script.  

 

 -  Please run /opt/nessus/sbin/nessus - adduser to add a 

user  

 -  Register your Nessus scanner at 

http://www.nessus.org/register/ to obtain  

   all the newest plugins  

 -  You can start nessusd by typing /etc/init.d/nessusd 

start  

 

 

Insta llation of <TNBLnessus> was successful.  

 

# /etc/init.d/nessusd start  

# 
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Notes  If you encounter library compatibility errors, make sure you have 

applied the latest Solaris Recommended Patch Cluster from Sun.  

FreeBSD 7 (32 and 64 bit)  

Install  Command  Use o ne of the appropriate commands below that corresponds to  the 

version of  FreeBSD  you are running:  

 
# pkg_add Nessus - 4. 2.0 - fbsd 7.tbz  

# pkg_add Nessus - 4. 2.0 - fbsd 7. amd64. tbz  

Sample Output   # pkg_add Nessus - 4. 2.0 - fbsd7 .tbz  

 

nessusd (Nessus) 4. 2.0 for FreeBSD  

(C) 1998 ï 2009  Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[##################################################]  

 

All plugins loaded  

 

-  Please run /usr/local/nessus/sbin/nessus - adduser to add 

an admin   

  user  

-  Register your Ness us scanner at 

http://www.nessus.org/register/ to obtain    

  all the newest plugins  

-  You can start nessusd by typing 

/usr/local/etc/rc.d/nessusd.sh start  

# 

 

Once Nessus is installed, it is recommended that you customize the provided configuration 

file f or your environment as described in the ñConfiguration ò section. 

Configuration  

Nessus Major Directories  

 

The following table lists the installation location and primary directories used by Nessus:  

 

Nessus Home  

Directory  

Nessus Sub - D irectories  Purpose  

Unix Distributions  

Red Hat, Su SE, 

Debian, Ubuntu , 

Solaris :  
/opt/nessus  

. /etc/nessus /  Configuration files  

. /var/nessus/users / <username>/kbs /  User knowledgebase 

saved on disk  

FreeBSD:  
/usr/local/nessus  

./lib/nessus/plugin s/  Nessus plugins  
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Mac OS X:  
/Library/Nessus/run  

./var/nessus/logs/  Nessus log files  

Create a Nessus User  

 

At a minimum, create one Nessus user so client utilities can log into Nessus to initiate  scans 

and retrieve results.  

 

 

Unless otherwise noted, perf orm all commands as the system ôs root user.  

 
For password authentication use the nessus - adduser  command to add users . For t he first 

user created , it is recommended to be the admin user.  

 

Each Nessus user has a set of rules referred to as ñuser rulesò that  control what they can 

and cannot scan. By default, if user rules are not entered during the creation of a new 

Nessus user, then the user can scan any IP range.  Nessus supports a global set of rules 

maintained in the ñnessusd.rules ò file. These rules are honored over any user -specific 

rules. When creating rules specific to a user, they are  to further refine any existing global 

rules.  

 

# /opt/nessus/sbin/nessus - adduser  

Login : sumi_nessus  

Login password :  

Login password (again) :  

Do you want this user to be a Nessus 'admin' user ? (can upload plugins, 

etc...) (y/n) [n]: y  

User rules  

----------  

nessusd has a rules system which allows you to restrict the hosts  

that sumi_nessus has the right to test. For instance, you may want  

him to be able to scan his own host  only.  

 

Please see the nessus - adduser manual for the rules syntax  

 

Enter the rules for this user, and enter a BLANK LINE once you are done :  

(the user can have an empty rules set)  

 

 

 

Login             : sumi_nessus  

Password         : ***********  

This user will have 'admin' privileges within the Nessus server  

Rules             :  

Is that ok ? (y/n) [y] y  

User added  

# 

 

 

A non -admin user cannot upload plugins to Nessus, cannot restart it remotely 

(needed after a plugin upload), and cannot override the max_hos ts / max_checks  

setting in nessusd.conf .  If the user is intended to be used by the Security 

Center, it must be an admin user.  The Security Center maintains it s own user 
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list and sets permissions for its users.  

 

A single Nessus scanner can support a complex arrangement of multiple users. For 

example, an organization may need multiple personnel to have access to the same Nessus 

scanner but have the ability to scan different IP ranges, allowing only some personnel 

access to restricted IP ranges.  

 

The following example highlights the creation of a second Nessus user with password 

authentication and user rules that restrict the user to scanning a class B subnet, 

172.20.0 .0/ 16 . For further examples and the syntax of user rules please see the man pages 
for nessus - adduser .  

 

# /opt/nessus/sbin/nessus - adduser  

Login : tater_nessus  

Login password :  

Login password (again) :  

Do you want this user to be a Nessus 'admin' user ? (can upload plugins, 

etc...) (y/n) [n]: n  

User rules  

----------  

nessusd has a rules system which al lows you to restrict the hosts  

that tater_nessus has the right to test. For instance, you may want  

him to be able to scan his own host only.  

 

Please see the nessus - adduser manual for the rules syntax  

 

Enter the rules for this user, and enter a BLANK LINE o nce you are done :  

(the user can have an empty rules set)  

accept 172.20.0.0/16  

deny 0.0.0.0/0  

 

 

 

Login             : tater_nessus  

Password         : ***********  

Rules             :  

accept 172.20.0.0/16  

deny 0.0.0.0/0  

Is that ok ? (y/n) [y] y  

User added  

 

 

To view the nessus -adduser(8) man page, on some operating systems you may 

have to perform the following commands:  

 
# export MANPATH=/opt/nessus/man  

# man nessus - adduser  

 

 

In Nessus 4.0.x and before, authentication between the Nessus Client and Nessus 

Server was configurable using SSL certificates. This is no longer required as the 

Nessus server is accessed via SSL web authentication and not a separate Nessus 

Client. The only exception is authentication between the Security Center and the 

Nessus server si nce Security Center functions as a Nessus Client. Information on 

SSL certificate authentication for this configuration is available in the Security 

Center Documentation.  
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Installing the Plugin Activation Code  

 

 

If you are using the Tenable Security Center , the Activation Code and plugin 

updates are  managed from the Security Center. In order to communicate with the 

Security Center, Nessus needs to be started, which it will normally not do without 

a valid activation code and plugins. To have Nessus ignore th is requirement and 

start (so that it can get the plugin updates from the Security Center), run the 

following command:  

 
# nessus - fetch -- security - center  

 

Please refer to the Security Center Documentation for the configuration of a 

centralized plugin feed fo r multiple Nessus scanners.  

 

Before Nessus starts for the first time, you must provide a n Activation Code to download the 

current plugins. The initial download and processing  of plugins will require extra time before 

the Nessus Server is ready.  

 

Depending  on your subscription serv ice, you will have received an A ctiva tion C ode that  

entitles you to receive either the ProfessionalFeed  or the HomeFeed plugins . This 

synchronizes your Nessus scanner with all available  plugins.  

 

To install the Activation C ode, ty pe the following command on the system running Nessus, 
where <license code>  is the registration code that you received:  

 

Linux  and Solaris :  

 
# /opt/nessus/bin/nessus - fetch -- register < Activation  Code>  

 

FreeBSD:  

 
# /usr/ local/nessus/bin/nessus - fetch -- regis ter < Activation Code>  

 

 

After the initial registration, Nessus will download and compile the plugins obtained 

from plugins.nessus.org in the background. The first time this occurs, it may take 

up to 10 minutes before the Nessus server is ready. When the m essage ñnessusd 

is ready ò appears in the nessusd.messages  log, the Nessus server will accept 

client connections and the scan interface will become available. The activation code 

is not  case sensitive.  

 

 

An Internet connection is required for this step. I f you are running Nessus on a 

system that does not have an internet connection, follow the steps in the section 

ñNessus without Internet Access ò to install your activation code. 

 

The example below shows  the steps involved in registering the plugin Activation Code, 

retrieving the latest plugins from the Nessus website and verifying a successful download.  

 

# /opt/nessus/bin/nessus - fetch - - register XXXX - XXXX- XXXX- XXXX- XXXX 

Your activation code has been regi stered properly ï thank you.  

Now fetching the newest plugin set from plugins.nessus.org...  

Your Nessus installation is now up - to - date.  

If auto_update is set to 'yes' in nessusd.conf, Nessus will  
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update the plugins by itself.  

# cat /opt/nessus/lib/nessus/pl ugins/plugin_feed_info.inc  

PLUGIN_SET = "200912160934";  

PLUGIN_FEED = "ProfessionalFeed (Direct)";  

 
The file plugin_feed_info.inc ,  located in the directory 

/opt/nessus/lib/nessus/plugins/ , will verify which plugin set and type of feed you have. 

Reviewing this file helps you ensure that you have the latest plugins available.  

Start the Nessus Daemon  

 

 

Nessus will not start until the scanner is registered and the plugins have been 

downloaded . Security Center users that have entered the following command  will  

not need to provide a registration code or download plugins :  
# nessus - fetch - - security - center  

 

Start the Nessus service as r oot with the following command:  

 

Linux  and Solaris :  

 
# /opt/nessus/sbi n/nessus - service  - D 

 

FreeBSD:  

 
# /usr/local/ nessus/sbi n/ness us - service  - D 

 

Below is an example of the screen output for starting nessusd  for Red Hat:  

 

# /opt/nessus/sbin/nessus - service  - D  

 

nessusd (Nessus) 4.2.0 for Linux  

(C) 1998 -  2008 Tenable Network Security, Inc.  

 

Processing the Nessus plugins...  

[######## ##########################################]  

 

All plugins loaded  

# 

 

If you wish to suppress the output of the command, use the ñ-qò option as follows: 

 

Linux  and Solaris :  

 
# /opt/nessus/sbin/nessus - service - q - D 

 

FreeBSD:  

 
# /usr/local /nessus/sbin/nessus - service - q - D 

 

Alternatively, Nessus may be started using the following command  depending on the 

operating system platform :  
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Operating System  Command to Start nessusd  

Red Hat  # /sbin/service nessusd start  

Fedora Core  # /sbin/service nessusd start  

SuSE # /etc/rc.d/nessusd start  

Debian  # /etc/init.d/nessusd start  

FreeBSD  # /usr/local/etc/rc.d/nessusd.sh start  

Solaris  # /etc/init.d/nessusd start  

Ubuntu  # /etc/init.d/nessusd start  

 
After starting the nessusd  service, Security Center users have completed  the initial 

installation and configuration of their Nessus 4 scanner. If you are not using the Security 

Center to connect to nessusd , then continue with the following instructions to install the 

plugin activation code.  

Stop the Nessus Daemon  

 
If you need to stop the nessusd  service for any reason, the following command will halt 

nessus and also ab ruptly stop any on -going scans:  

 
# killall nessusd  

 

It is recommended that you use the more graceful shutdown scripts instead:  

 

Operating System  Command to Stop  nessusd  

Red Hat  # /sbin/service nessusd stop  

Fedora Core  # /sbin/service nessusd stop  

SuSE # /etc/rc.d/nessusd stop  

Debian  # /etc/init.d/nessusd stop  

FreeBSD  # /usr/local/etc/rc.d/nessusd.sh stop  

Solaris  # /etc/init.d/nessusd stop  

Ubuntu  # /etc/init. d/nessusd stop  

Nessusd Command Line Options  
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In addition to running the nessusd  sever, there are several command line options that can 

be used as required . The following table contains information on these various optional 

commands.  

 

Option  Description  

- c <config - file>  When starting the nessusd  server, this option is used to specify 

the server -side nessusd  configuration file to use. It allows for the 

use of an alternate configuration file instead of the standard 
/opt/nessus/etc/nessus/nessusd.conf  (or 

/us r/local /nessus/etc/nessus/nessusd.conf  for FreeBSD) . 

- a <address>  When star t ing the nessusd  server, this option is used to tell the 

server to only listen to connections on the address <address> 

that is an IP, not a machine name. This option is useful if y ou are 
running nessusd  on a gateway and if you do not want people on 

the outside to connect to your nessusd .  

- S <ip[,ip2,...]>  When starting the nessusd  server, force the source IP of the 

connections established by Nessus during scanning to <ip>. This 

opt ion is only useful if you have a multi -homed machine with 

multiple public IP addresses that you would like to use instead of 
the default one. For this setup to work, the host running nessusd  

must have multiple  NICs with these IP addresses set.  

- p <port - number>  When starting the nessusd  server, this option will tell the server 

to listen for client connections on the port <port -number> rather 

than listening on port 1241 , which is the default.  

- D  When star t ing the nessusd  server, this option will m ake the 

server run in the background (daemon mode) . 

- v Display the version number and exit.  

- h Show a summary of the commands  and exit.  

 

An example of the usage is shown below:  

 

Linux:  

 
# /opt/nessus/sbin/nessus - service  [ - vhD] [ - c <config - file>] [ - p <port -

number >] [ - a <address>] [ - S <ip[,ip,...]>]  

 

FreeBSD:  

 
# /usr/local/ nessus/sbin/nessus - service  [ - vhD] [ - c <config - file>] [ - p <port -

number>] [ - a <address>] [ - S <ip[,ip,...]>]  

Connecting with a Client  
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Once the installation has finished and the plugins have been up dated  and processed , the 

Nessus server is ready to be connected to by a client. Tenable supports access to the 

Nessus server through a native web server (port 8834 by default) , the command line or the 

Security Center interface (which is discussed in the se ction titled ñWorking with the Security 

Center ò). Information on accessing the Web Server/user interface and command line 

operation is available in the ñNessus User Guideò located at 

http://www.tenablesecurity.com/documentation/ . 

 

 

The first time Nessus updates and processes the plugins, it may take several 

minutes. The web server (or any client connection) will not be available until plugin  

processing has completed.  

Updating Plugins  

 

The following command is used to update the Nessus scanne r with the most recent plugins:  

 

Linux  and Solaris :  

 
# /opt/nessus/sbin/nessus - update - plugins  

 

FreeBSD:  

 
# /usr/local/nessus/sbin/nessus - update - plugins  

 

As new flaws are being discovered and published every day, new Nessus plugins are written 

on a daily basis. To keep your Nessus scanner up - to -date with the latest plugins, making 

your scans as accurate as possible, you need to update your plugins frequentl y. 

 

How Often Should I Update Plugins?  

 

In general, updating your Nessus plugins once a day is sufficient for most organizations. If 

you absolutely need the most current plugins and intend to update continuously throughout 

the day, updating  no more than on ce every four hours  is sufficient , as there is virtually no 

benefit in updating more frequently . 

Updating Plugins Automatically  

 

Since  version 3.0 , Nessus will fetch the newest plugins on a regular basis automatically. 
This is done with the auto_update  opt ion located in the nessusd.conf  file. The default for 

this option is set to ñyesò. The option auto_update_delay  determines how often Nessus will 

update its plugins in hours, which has a default value of 24. A minimum value of 4 hours 
can be used. The plugi ns update will take place the set number of hours after nessusd  is 

started and will continue every N number of hours after that.  

 

For this option to work properly, you must en sure that the scanner has a plugin feed 

activation code that is correctly registe red. Use the following command to verify this:  

 

Linux  and Solaris :  

 
# /opt/nessus/bin/nessus - fetch -- check  

 

FreeBSD:  

http://www.tenablesecurity.com/documentation/
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# /usr/local /nessus/bin/nessus - fetch -- check  

 

Automatic plugin updates are only tried if:  

 

¶ The auto_update  option is set to yes in the nes susd.conf  file;  

¶ The plugin feed activation code has been registered via nessus - fetch  from this 

scanner while directly connected to the internet; and  

¶ The scanner is not being remotely managed by a Tenable Security Center.  

 

Note that an offline plugin feed r egistration will not enable  Nessus to fetch the newest 

plugins automatically.  

Scheduling Plugins Updates w ith Cron  

 

If your organization has some technical or logistical reason for not permitting Nessus to 

update its plugins automatically, you can also set  up a cron job to do this.  

 

To configure your system to update plugins every night via cron, perform the following 

steps:  

 
¶ Become root by typing su root  (or sudo bash  if you have sudo privileges).  

¶ As root, type crontab - e to edit the crontab of the root us er.  

¶ Add the following line in your crontab:  
28 3 * * * /opt/nessus/sbin/nessus - update - plugins  

 
The above configuration will call the command nessus - update - plugins  every night at 3:28 

am. Since nessus - update - plugins  restarts nessusd  automatically without in terrupting the 

on -going scans, you do not need to do anything else.  

 

When configuring cron for plugin updates, make sure that you do not initiate the update 

at the top of the hour.  When setting up a schedule, pick a random minute after the top of 

the hour between :05 and  :55 and initiate your download  then.  

Removing Nessus  

 

The following table provides instructions for removing the Nessus server on all supported 

platforms.  Except for the Mac OS X instructions, the instructions provided  will not remove 

the c onfiguration files or files that were not part of the original installation. Files that were 

part of the original package but have changed since installation will not be removed as well. 

To completely remove the remaining files use the following command:  

 

Linux  and Solaris :  

 
# rm - rf /opt/nessus  

 

FreeBSD:  

 
# rm - rf /usr/local/nessus/bin  

 

Platform  Removal Instructions  
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Red Hat ES 4 (32 bit ), ES  5 (32 and 64 bit)  

Remove Command  Determine the package name :  

 
# rpm - qa | grep Nessus  

 

Use the output from the ab ove command to remove the package:  

 
# rpm - e <Package Name>  

Sample Output  # rpm - qa | grep - i n essus  

Nessus - 4. 2.0 - es5  

# rpm - e Nessus - 4. 2.0 - es5  

# 

Fedora Core  10 (32 and 64 bit) , 11 (32 and 64 bit)  and 12 ( 32 and 64 bit )  

Remove Command  Determine the pack age name :  

 
# rpm - qa | grep Nessus  

 

Use the output from the above command to remove the package:  

 
# rpm - e <Package Name>  

Su SE 9.3, 10  

Remove Command  Determine the package name :  

 
# rpm - qa | grep Nessus  

 

Use the output from the above command to remove th e package:  

 
# rpm - e <Package Name>  

Debian 5 (32 and 64 bit)  

Remove Command  Determine the package name :  

 
# dpkg - l | grep - i nessus  

 

Use the output from the above command to remove the package:  

 
# dpkg - r <package name>  

Sample Output  # dpkg - l | grep ne ssus  

ii  nessus         4. 2.0      Version 4  of the Nessus 

Scanner  

 
# dpkg - r nessus  

# 

Ubuntu 8.04 , 8.10  and 9.10 (32 and 64 bit)  
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Remove Command  Determine the package name :  

 
# dpkg - l | grep - i nessus  

 

Use the output from the above command to remove the package:  

 
# dpkg - r <package name>  

Sample Output  # dpkg - l | grep - i nessus  

ii  nessus        4. 2.0      Version 4 of the Nessus 

Scanner  

# 

Solaris 10  

Remove Command  Stop the nessusd  service :  

 
# /etc/init.d/nessusd stop  

 

Determine the package name:  

 
# pkg info  | grep ïi nessus  

 

Remove the Nessus package:  

 
# pkg rm <package name>  

Sample Output  The following is example output for the previous command 

showing the Nessus package:  

 
# pkg info  | grep ïi nessus  

 
application  TNBLnessus               The Nessus Net work 

Vulnerability Scanner  

# pkgrm TNBLnessus  

# 

FreeBSD 7 (32 and 64 bit)  

Remove Command  Stop Nessus:  

 
# killall nessusd  

 

Determine the package name:  

 
# pkg_ info  | grep - i nessus  

 

Remove the Nessus package:  

 
# pkg_delete <package name>  

Sample Output   # killall nessusd  
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# pkg_ info  | grep - i nessus  

Nessus - 4. 2.0        A powerful security scanner  

# pkg_delete Nessus - 4. 2.0  
# 

Mac OS  X 

Remove Command  Launch a terminal window: From ñApplicationsò click on ñUtilitiesò 

and then click on either ñTerminalò or ñX11ò. From the shell 

prompt, use the ñsudoò command to run a root shell and remove 

the Nessus directories as follows:  

 
$ sudo /bin/sh  

Password:  

# ls - ld /Library/Nessus  

# rm - rf /Library/Nessus  

# ls - ld /Library/Nessus  

# ls - ld /Applications/Nessus  

# rm - rf /Applications/Nessus  

# ls - ld /Applications/Nessus  

# ls - ld /Library/Receipts/Nessus*  

# rm - rf /Library/Receipts/Nessus*  

# ls - ld /Library/Receipts/Nessus*  

# exit  

Sample Output  $ sudo /bin/sh  

Password:  

# ls - ld /Library/Nessus  

drwxr - xr - x  6 root  admin  2 04 Apr  6 15:12 

/Library/Nessus  

# rm - rf /Library/Nessus  

# ls - ld /Library/Nessus  

ls: /Library/Nessus: No such file or directory  

# ls - ld /Applications/Nessus  

drwxr - xr - x  4 root  admin  136 Apr  6 15:12 

/Applications/Nessus  

# rm - rf /Applications/Nessus  

# ls - ld /Applications/Nessus  

# ls - ld /Library/Receipts/Nessus*  

drwxrwxr - x  3 root  admin  102 Apr  6 15:11 

/Library/Receipts/Nessus Client.pkg  

drwxrwxr - x  3 root  admin  102 Apr  6 15:11 

/Library/Receipts/Nessus Server.pkg  

# rm - rf /Library/Receipts/Nessus *  

# ls - ld /Library/Receipts/Nessus*  

ls: /Library/Receipts/Nessus*: No such file or directory  

# exit  

$ 

Notes  Do not attempt this process unless you are familiar with Unix sh ell 

commands.  The ñlsò commands are included to verify that the path 

name is typed  correctly.  
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Windows  

Upgrading  

 

Upgrading from Nessus 4.0 -  4.0.x  

 

When upgrading Nessus from a 4.x version to a newer 4.x distribution, the upgrade process 

will ask if the user wants to delete everything in the Nessus directory. Choosing this option 

(by s electing ñYesò) will mimic an uninstall process. If you choose this option, previously 

created users , existing scan policies and scan results  will be removed and the scanner will 

become unregistered.  

 

Upgrading from Nessus 3. 0 -  3. 0 .x  

 

A direct upgrade fro m Nessus 3.0 .x to Nessus 4.x is not supported, however, an upgrade to 

3.2 can be used as an interim step to ensure that vital scan settings and policies are 

preserved . If scan settings do not  need to be kept,  uninstall Nessus 3 .x first  and then install 

a f resh copy of Nessus 4 . 

 

If you choose to upgrade to 3.2 as an interim step, please consult the Nessus 3 .2  

Installation Guide  for more information.  

 

Upgrading fr om Nessus 3. 2  and later  

 

If you are using Nessus 3.2 or later, you can download the Nessus 4 package and install it  

without uninstalling the existing version . All previous vulnerability scan reports  and policies  

will be saved and will not be deleted . After  the new version of Ne ssus  is installed, they will 

still be available for viewing  and exporting . 

Installation  

Downloading Nessus  

 

The latest version of Nessus is available at http://www.nessus.org/download/ . Nessus 4.2  is 

available for Windows XP, Server 2003, Server 2008 , Vista  and Windows 7 . 

 

Nessus distribution file sizes and names vary slightly from release to release, but are 

approximately 12  MB in size.  

Installing  

 

Nessus is distributed as an executable  installation file. Place t he file on the system it is 

being installed on  or a shared drive accessible  by the system . 

 

You must install Nessus using an administrative account and not as a non -privileged user.  

 

 

If you receive any errors related to permiss ions, ñAccess Deniedò or errors 

suggesting an action occurred due to lack of privileges, ensure that you are using 

an account with administrative privileges. If you receive these errors while using 
command line utilities, run cmd.exe  with ñRun aséò privileges set to 

ñadmin istrator ò. 

http://www.tenablesecurity.com/documentation/nessus_3.2_installation_guide.pdf
http://www.tenablesecurity.com/documentation/nessus_3.2_installation_guide.pdf
http://www.nessus.org/download/


 

Copyright 2004 -20 10 , Tenable Network Security , Inc.  33  
 

Installation Questions  

 

 
 

During the installation process, Nessus will prompt the user for some basic information . 

Before you begin, you must agree to the license agreement:  

 

 
 

After agreeing, you can configure where Nessus w ill be installed:  
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When prompted to select the ñSetup Type ò, select ñComplete ò. 

 

 
 

You will be prompted to confirm the installation:  
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Once installation is complete, click on ñFinishò. 

 

 

Nessus Major Directories  

 

Nessus Home Directory  Nessus Sub - Dir ectories  Purpose  

Windows  

\ Program 

Files \ Tenable \ Nessus  
\ conf  Configuration files  

\ data  Stylesheet templates  

\ nessus \ plugins  Nessus plugins  
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\ nessus \ users \ <username> \ kbs  User knowledgebase 

saved on disk  

\ nessus \ logs  Nessus log files  

Configuration  

 

The section describes how to configure the Nessus 4 server on a Windows system.  

Nessus Server Manager  

 

To start, stop and configure the Nessus server, use the Nessus Server Manager . 

 

This interface  allows you to:  

 

¶ Register your Nessus Server to nessus.org  in order to receive updated plugins  

¶ Perform a plugin update  

¶ Configure whether or not the Nessus server  start s whenever Windows  starts  

¶ Manage Nessus users  

¶ Start or Stop the Nessus Server  

 

Navigate to the Nessus Server Manager via the Start menu as follows:  Start -> Programs -> 

Tenable Network Security -> Nessus -> Nessus Server Manager . This will load the Nessus 

Server Manager ( nessussvrmanager.exe ) as shown below:  
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The ñStart Nessus Serverò button will remain unavailable until the Nessus Server 

has be en registered.  

Changing Default Nessus Port  

 
To change the port that the Nessus Server listens on, edit the nessusd.conf  file located in 

C: \ Program Files \ Tenable \ Nessus \ conf \ . The following configuration directives can be 

edited to alter the Nessus servic e listener and Web Server preferences:  

 
# Port to listen to (old NTP protocol). Used for pre 4.2 NessusClient  

# connections :  

listen_port = 1241  

 

# Port for the Nessus Web Server to listen to (new XMLRPC protocol) :  

xmlrpc_listen_port = 8834  

 

After changi ng these values, stop the Nessus service via the Nessus Server Manager and 

restart it.  
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The legacy client use via the NTP protocol is only available to ProfessionalFeed 

customers.  

Registering your Nessus Installation  

 

 

If you are using the Tenable Secu rity Center, the Activation Code and plugin 

updates are managed from the Security Center. In order to communicate with the 

Security Center, Nessus needs to be started, which it will normally not do without 

a valid Activation Code and plugins. To have Nessu s ignore this requirement and 

start (so that it can get the information from the Security Center), run the 

following command from the MS -DOS prompt:  

 
C: \ Program Files \ Tenable \ Nessus> nessus - fetch -- security - center  

 

Please refer to the Security Center Docume ntation for the configuration of a 

centralized plugin feed for multiple Nessus scanners.  

 

After installation, the first thing to do is to register your Nessus Server. Registering your 

server provides access to the newest plugins from nessus.org and ensure s your audits are 

up - to -date.  

 

 

 

After the initial registration, Nessus will download and compile the plugins obtained 

from plugins.nessus.org in the background. The first time this occurs, it may take 

up to 10 minutes before the Nessus server is ready. U ntil the plugins are 

downloaded and compiled, the web server interface will not be available. The 

activation code is not  case sensitive.  

 

To register Nessus, c lick on ñObtain an activation code ò, which will take you to 

http://www.nessus.org/plugins/?view=register - info . Here  you can obtain a ProfessionalFeed 

or HomeFeed . A ProfessionalFeed is required for commercial use and offers plugin updates, 

customer support , configuration audits, virtua l appliance  and more.  A HomeFeed is required 

for home users and not licensed for professional or commercial use.  Once the required 

information is provided and processed, you will receive an email that contains an Activation 

Code that entitles you to either  the ProfessionalF eed or the HomeF eed of plugins . Enter it in 

the appropriate field and click on the ñRegisterò button. Note that you will be prompted to 

enter the administrator username and password. Once the Nessus Server Manage r 

authorizes the Feed Acti vation C ode, an update of the Nessus plugins will begin. This 

process may take several minutes as the initial plugin download is a large file.  

 

 

If you do not register your copy of Nessus, you will not receive any new plugins  

and will be unable to start t he Nessus server .  

 

Once registered, the Nessus Server Manager interface displays the following:  

 

http://www.nessus.org/plugins/?view=register-info
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Resetting Activation Codes  

 

At some point, you may find the need to change the Activation C odes (e.g., upgrading from 

a HomeFeed to a ProfessionalFeed). Th is can be accomplished by using the ñClear 

registration file ò button on the Nessus Server Manager interface. After confirmation, this will 

unregister your copy of  Nessus until a new Activation C ode is obtained and the product is 

registered again.  

Create an d Manage Nessus Users  

 

Allowing Remote Connections  

 

If you intend for the Nessus scanner to be used remotely (such as with the Security 

Center), you must  select ñAllow remote users to connect to this server ò. 

 

If this box is unchecked, the Nessus Server wi ll only be available to local clients . 

 

If this box is checked, the Nessus Server can be accessed using either clients installed on 

the localhost, clients installed on a remote host or the Security Center interface (which is 

discussed later in this documen t in the section titled ñWorking with the Security Center ò).  
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Information on Nessus  client s is available in the ñNessus 4. 2 User Guideò. 

 

Adding User Accounts  

 

Clicking on ñManage Userséò allows you to create and manage accounts for the Nessus 

server :  

 

 
 

To create a user , click on the ñ+ò button and enter a new username and password. Select 

the ñAdministratorò checkbox if the user will be an administrator: 

 




































































