C@STENABLE

Network Security”

Nessus 4.2 User Guide

February 22,20 10
(Revision 5)

The newest version of this doc ument is available at the following URL.:
http://www.nessus.org/documen tation/nessus_4.2_user_qguide.pdf



http://www.nessus.org/documentation/nessus_4.2_user_guide.pdf

Table of Contents

TABLE OF CONT ENT S oottt et e e et e et e e e eeees b e e s aa e e et e e aa e e e b e s san e e ba s eaansssann s snnntess 2
LN IR (O 11 1 1 10 ] 3
NESSUS Ul OVERVIEW ottt ettt et e et eee e s e et e st e e e et e e s an e s s e e san e s eansestnseennssrenns 3
(D] =EST o 1] = 1T TN 3.
SUPPORTED PLATFORMS ...ettiitiittiitt ittt et seees e saa e st e st e et et s s smaas e s st ba s saa et tba e s mmna st b ssan et esbassansstssanntsenes 4

LN RS 7N S I 1 ]\ T 4
OVERVIEW ..ouiiitiitn ittt ittt e eeme et e et e e e et et b e e e semmta e st e s b e et e s b s ea e et smeme b e s s et s s b e s b e ea e s mmne s b s eb s s b s eanssassnbasen 4
CONNECLTO NES  SUS GUI oiiiiiiiiiii et e e e et e e s et e e ae e st s absaemta e saestnseenessnsenseean 4
POLICY OVERVIEW ..ttiitiiitiiitie sttt ettt e eeete et sttt e e s et s e et e e st saeasa s st e st s st e aseesa s s eess e sa s sa s saseanssnsssnnnsansesnsssnnns 6
CREATING A POLICY ottt e e et e e e et e et s et s st snenst e et sstsetssnssssessnnnesnsesneesnnil
(1= 1] = | 7.

(@37 =T0 [T ) (7= £ 11

e 11 o T SR 14

[ (=] (ST (=T [o1=2 TR 17
IMPORTING AND COPYING POLICIES ...uitniitniiiiiieii e eeemt et e e et s s s st s et seestt s sa s et s st ssanset s s resbnseansensenes 30
CREATING AND LAUNGCHING A SCAN ...ttt e ettt e e ettt et e et e et et saa s seamt s et e st stt e sassnsesiaenta e snestnsenss 30
=0 = 5 TN 32
] (0125 32

=T 01 1 =T £ 35
L7011 0] 0= 1 (= PRSPPI 38

L8 o] (o =T I/ D To .Y/ 1 [ Y- Lo [P 39
(SIS DR L o] 0= 41
DS][ (= 41
LY =1 =3 TRRT 41
OTHER NESSUS CLIENT S oottt eee e et e et e et e et et e e eat e eeeaa s e s et e esaa s eenmean s es et sestassernnaes 42
UNIX COMMAND LINE INTERFACE. . .cuittitutitiitet et tmee s e et e et e saa e sttt tem s san s et sa s et seanssassnamnsstsernessnsennsd 42
CONVEITING 8 REPOM ittt rmee ettt e e e s e bbbttt e e s smmee s s s bbbt e e e e s annbbneeeessmnnad 43
Command Line using .nessus Files TP PPPPPRRTR” 7
Yotz 1 I OCo] o1 0 0= 1 2 (o 1 45

S =00 i I O = N1 =1 PR Lo
ABOUT TENABLE NETWOR K S E CURITY o e e r e e et e e e e e e e eaas 48

Copyright 2004 -2010, Tenable Network Security, Inc. 2



Introduction

This document describes  how to use Tenable Network Security 6 $ess us user interface
(Ul) . Please share your comments and suggestions with us by emailing them to
support@tenablesecurity.com

The Nessus Ul isa web-based interface to the Nessus vulnerability scanner . To use the
client, you must have an operational Nessus scanner deploye d and be familiar with its use.

Standards and Conventions

Throughout the documentation, filenames, daemons and e xecutables are indicated with a
courier bold font such as gunzip , httpd and /etc/passwd

Command line options and keywords will also be printed with the  courier bold font .
Command line options may or may not include the command line prompt and output text

from the results of the command . Often, the command being run will be bold faced to
indicate what the user typed . Below is an example running of the Unix pwd command.
# pwd

/opt/sc3/daemons

#

/'\ Important notes and considerations are highlighted with this symbol and grey text
* boxes.

—~ Tips, examples and best practices are high  lighted with this symbol and white on

blue text.

Nessus Ul  Overview
Description

Nessus is a product developed and maintained by Tenable Network Security to provide an

optimized Graphical User Interface (GUI) tothe Nessus scanner . The client may be used
from any system on the network to interface with deployed Nessus scanners . As of Nessus
4.2, The Ul is a newly created web -based interface made up of a simple HTTP server and

web client, requiring no software installation apart from the Nessus Server. As of Nessus 4,
all platforms draw from the same code base eliminating most platform specific bugs and
allowing for faster deployment of new features. The primary features are:

1 Generates .nessus files that Tenable products will use as the standard for
vulnera bility data and scan policy

1 A policy session, list of targets and the results of several scans can all be stored in a
single .nessus file that can be exported easily . Please refer to the Nessus File
Format guide for more details.

1 The GUI displays scanres ultsinreal -time so you do not have to wait for a scan to
complete to view results.

1 Provides unified interface to the Nessus scanner regardless of base platform . The
same functionalities exist on Mac OS X, Windows and Linux.
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1 Scans will continue to run on the server even if you are disconnected for any reason.

1 Nessus scan reports can be uploaded via the Nessus Ul and compared to other
reports.

Supported Platforms

Since the Nessus Ul is a web -based client, it can run on any platform with a web browser.

/'\ The Nessus web -based user interface is best experienced using Microsoft Internet
L Explorer 7 and 8, Mozilla Firefox 3.5.x or Apple Safari.

Installation

Starting with Nessus 4.2, user management of the Nessus server is conducted through a
web interface and it is no longer necessary to use a standalone NessusClient. The
standalone NessusClients will still connect and operate the scanner, but they will not be
updated.

Refer to the Nessus 4.2 Installation Guide for instructions on installing Nessus. No additio nal
software installation is required.
Operation
Overview
Nessus provides a simple, yet powerful interface for managing vulnerability -scanning
activity.
Connectto  Nessus GUI
To launch the Nessus GUI, perform the following:

1 Open a web browser of your ch oice.

1 Enter https://[server IP] :8834/ in the navigation bar.

/i\ Be sure to connect to the user interface via HTTP S, as unencrypted HTTP

. connections are not supported.
The first time you attempt to connect to the Nessus user interface, most web browsers w ill
display an error indicating the site is not trusted due to the self -signed SSL certificate
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'@ There is a problem with this website's security certificate. | This Connection is Untrusted

v AI Vou have asked Firefox ta connect securely to 192.168.0.2:8834, hut we can't confirm that your

The security certificate presented by this website was not issued by a trusted certificate authority. connection is secure,

The security certificate presented by this website was issued for a different website's address. hormally, when you try to connect securely, sites will present trusted identification to prove that you

are going to the right place. However, this site's identity can't be verffied,

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the what Should I Do?

Server.
T vou usually connect ka this site without prablems, this error could mean that sameone is trying to
impersonate the site, and you shouldn't continue.

We recommend that you close this webpage and do not continue to this website.

) Click here to dose this webpage. Technical Details
& Cantinue to this website (not recommended) I Understand the Risks

@ Mare information

Users of Microsoft Internet Explorer cancl i ck AContinue to this website (n
to load the Nessus user interface. Firefox 3.x users can click Al Understand the Risksc¢
then AAdd Exceptionéd to bring up the site exception di

Add Security Exception gl

¥ou are about ko override how Firefox identifies this site,

o

Legitimate banks, stores, and other public sites will not ask you to do this.

[~ 3

Server
Location: | hkbps:ff192,168.0,2:5534/] Get Certificate

Certificake Status

This site attempts to identify ikself with invalid information,

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft,
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

Permanently store this exception

lgonfirmSecuritvExceptionl ’ Cancel l

Verify the fALocation: o bar reflects thGnfithRL t o the Nes:
Security Exception 0 [For information on installing a custom SSL certificat e, consult the
Nessus Installation Guide.

After your browser has confirmed the exception, a splash screen will be displayed as
follows:
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Nessus - Mozilla Firefox !EB

File Edit View History Bookmarks Tools Help

Reload top Home  Mew Tab mhttps:mzmo.o.usssﬁ ) Sy g

Nessus’

3 J2 adblockPlus  ~

LogIn

Brought to you by Tenable Network Security

Authenticate using an account and password previously created with the server manager.
After successful authenticat  ion, the Ul will present menus for conducting scans:

) Nessus - Mozilla Firefox !Eu
File Edit W¥iew History Bookmarks Tools  Help
© Reload Home  MewTab mhttps:mzlu.o.l:saaqj gl 2 M S AdblockPlus -

admin | Help | About | Log out

Name Status Last Updated v

Policy Overview

admin I Halp I About I Log out

Policies
# Add ® mport
Name 4 | Visibility Owner
LAN Scan Private admin
A Nessus fipolicyo consists of configuration opti

scan. These options include, but are not limited to:
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1 Parameters that control technical as pects of the scan such as timeouts, number of
hosts, type of port scanner and more

1 Credentials for local scans (  e.g., Windows, SSH), authenticated Oracle Database

scans, HTTP, FTP, POP, IMAP or Kerberos based authentication

Granular family or plugin base d scan specification s.

Database compliance policy checks, report verbosity, service detection scan settings,

Unix compliance checks and more.

= =4

Creating a Policy

Once you have connected to a Nessus server Ul, you can create a custom policy by clicking
on th e fiPolicies 0 option onthebar at t he t op +aAdd 0t h e hohtleright. The
fAdd Policy 0 screen will be displayed as follows:

Nessus admin | Help | Abaut | Logout

Policies

@® Add POIiCy Basic Metwork Congestion

Name Reduce Parallel Connections on Congestion

T c Use Kernel Congestion Detection (Linux Only)
v A )
General \UEI Private

Description Port Scanners
CEtentiEk TCP Scan SNMP Scan Ping Host

UDP Scan Netstat S8H Scan
SYN Scan Netstat WMI Scan

Plugins

Preferences
Save Knowledge Base Port Scan Options

Silent Dependencies Performance
Log Scan Details to Server Max Checks Per Host [
Stop Host Scan on Disconnect Max Hosts Per Scan
Avoid Sequential Scans Network Receive Timeout (seconds) _
Consider Unscanned Ports as Closed Max Simultaneous TCP Sessions Per Host  [Wlllylit=hl
Designate Hosts by their DNS Name Max Simultaneous TCP Sessions Per Scan

Cancel Next

Note that there are  four configuration tabs:  General , Credentials , Plugin s and
Preferences . For most environments, the default settings do not need to be modified, but
they provide more granular control over the Nessus scanner operation . These tabs are
described below.

General

The General tab enables you to name the policy and configure scan related operations.
There are six boxes of grouped options that control scanner behavior:

Y

TheBasico frame is used to define aspects of the policy

Option Description
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Name Sets the name that will be displayed in the Nessus Ul to
identify the policy.

Visibility Controls if the policyis shared with other users, or kept
private for your use only.

Description Used to give a brief description of the scan policy,

typically good to summarize the overall purpose (e.g.,
iwWeb Server scans without || oca
serviceso)

TheScano fr ame

further

defines options related to

Option Description

Save Knowledge Base

The Nessus scanner can save the scan information to the
Nessus server knowledge base for later use.

Safe Checks

Safe Checks will d isable all plugins that may have an
adverse effect on the remote host.

Silent Dependencies

If this option is checked, the list of dependencies is not
included in the report. If you want to include the list of
dependencies in the report, uncheck the box.

Log Scan Details to Server

Save additional details of the scan  to the Nessus server
log. The resulting log can be used to confirm that
particular plugins were used and hosts were scanned.

Stop Host Scan on
Disconnect

If checked, Nessus will stop scanning ifit detects that the
host has become unresponsive.  This may occur if users
turn off their PCs during a scan , a host has stopped
responding after a denial of service plugin or a security
mechanism (e.g., IDS) has begun to block traffic to a

server . Contin uing scans on these machines will send
unnecessary traffic across the network and delay the

scan.

Avoid Sequential Scans

By default, Nessus scans a list of IP addresses in

sequential order. If checked, Nessus will scan the list of
hosts in a random order. This is typically useful in helping
to distribute the network traffic directed at a particular

subnet during large scans.

Consider Unscanned Ports
as Closed

If a port is not scanned with a selected port scanner (e.g.,
out of the range specified), Nessus will consider it closed.

Designate Hosts by their
DNS Name

Use the host name rather than IP address for report
output.

Copyright 2004 -2010, Tenable Network Security, Inc. 8
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TheNefivork 0 fr ame

network being scanned:

ves options that better control

Option Description

Reduce Parallel
Connections on
Congestion

This enables Nessus to detect when it is sending too
many packets and  the network pipe is approaching
capacity . If detected, Nessus will throttle the scan to

accommodate and alleviate the congestion. Once the
congestion has subsided , Nessus will automatically
attempt to use the available space within the network
pipe again.

Use Kernel Congestion
Detection  (Linux Only)

Enables Nessus to monitor the CPU and other internal

workings for congestion and scale back accordingly.

Nessus will always attempt to use as much resource asis
available. This feature is only available for Nessus

scanners deployed on Linux

T h ePoii Scanners
the scan:

0

frame controls which methods of port

Option Descriptio n

TCP Scan

Use Ne s s u s &in BAPisdanner to identify open TCP
ports on the targets. This scanner is optimized and has
some self -tuning features.

& On some platforms (e.g., Windows and Mac OS

X), if the operating system is causing serious
performance i ssues using the TCP scanner,
Nessus will launch the SYN scanner.

UDP Scan

This option engage s Ne s s u s 6in UDPisdanner to
identify open UDP ports on the targets.

UDP is a fAistatelessod prot
communication is not done with handshake

dialogues. UDP based communication is not
always reliable, and because of the nature of
UDP services and screening devices, they are
not always remotely detectable.

SYN Scan

Us e Ne s s u-sn&YNoscannkertto identify open TCP
ports on the targets. SY N scans are a popular method for
conducting port scans and generally considered to be a

bit less intrusive than TCP scans. The scanner sends a

SYN packet to the port, waits for SYN-ACK reply and
determines port state based on a reply, or lack of reply.

SN MP Scan

Direct Nessus to  scan targets fora SNMP  service . Nessus
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will guess relevant SNMP  settings during a scan. If the
setting s are provided by the user under fPreference s 0 ,
this will allow Nessus to better test the remote host and
produce more detailed  audit results. For example, there
are many Cisco router checks that determine the
vulnerabilities present by examining the version of the

returned SNMP string.  This information is necessary for
these audits.

Netstat SSH Scan This option uses netstat  to ch eck for open ports  from the
local machine . Itreliesonthe netstat command being
available via a SSH connection to the target. This scan is
intended for Unix -based systems and requires

authentication credentials.

Netstat WMI Scan This option uses netstat  to check for open ports from the
local machine . Itreliesonthe netstat command being
available via a WMI connection to the target. This scan is
intended for Windows -based systems and requires
authentication credentials.

Ping Host This option enables th e pinging of remote hosts on
multiple ports to determine if they are alive.

T h ePoii Scan Options 0 frame direct s the scanner to target a specific range of ports. The
following values areallowed f or t he APort Scan Ranged option

Value Description

ideful t o Using the keyword fAdefaulto, N
approximately 4605 common ports.

fiall 6 Using the keyword fdall o6, Nessu

Custom List A custom range of ports can be selected by using a

comma delimited  list of ports or portra nges. For

example, f21,23,25,80,110 o or fil1-1024,8080,9000 -9200 O
areallowed. Speci fy-6B6838d will scan

/i\ The range specified for a port scan will be applied to both TCP and UDP scans.

Th ePefiormance 0 frame gives t wo ®lhow namyscars il bie lacnohed. r
These options are perhaps the most important when configuring a scan as they have the
biggest impact on scan times and network activity.

Description

Max Checks Per Host This setting limits the maximum number of checks a
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Nessus scanner will perform against a single host at one
time.

Max Hosts Per Scan This setting limits the maximum number of hosts that a
Nessus scanner will scan at the same time.

Network Receive T imeout Setto five seconds by default.  This is the time that
(seconds) Nessus will wait for a response from a host unless
otherwise specified within a plugin. If you are scanning
over a slow connection , you may wish to set thisto a
higher number of seconds.

Max Simultaneous TCP This setting limits the maximum number of established
Sessions Per Host TCP sessions for a single host.

Max Simultaneous TCP This setting limits the maximum number of established
Sessions Per Scan TCP sessions for the entire scan, regardless of the

number of hosts being scanned

Credentials

The Credentials tab, pictured below, allows you to configure the Nessus scanner to use
authentication credentials during scanning. By configuring credentials, it allows Nessus to
perform a wider variety of checks that result in more accurat e scan results.

admin | Help | About | Log out

Policies Reports

® AddPolicy  coraines

SMB account :

General
SMB password :

Credentials SMB domain (optional) :

SMB password fype :  [EEESTGIG]

Additiona SMB account (1) :

Additional SMB password (1) :

Additional SMB domain (optional) (1) :

Additiona SMB account (2) :

Additional SMB password (2) :

Additional SMB domain (optional) (2) :

Additiona SMB account (3) :

Additional SMB password (3) :

Additional SMB domain (optional) (3) :

Cancel Back

T h eWirdows credentials 0 d rdovin menu item has settings to provide Nessus with
information such as SMB account name, password and domain name. Server Message Block
(SMB) is a file sharing protocol that allows computers to share infor mation transparently

across the network.  Providing this information to Nessus will allow it to find local information
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from a remote Windows host. For example, using credentials enables Nessus to determine if
important security patches have been applied . It is not necessary to modify other SMB
parameters from default settings.

If a maintenance SMB account is created with limited administrator privileges, Nessus can
easily and securely scan multiple domains . Detailed configuration  instructions are available
at:

http://www.nessus.org/documentation/nessus _domain_whitepaper.pdf

Tenable recommends that network administrators consider creating specific domain

accounts to facilitate  testing . Nessus includes a variety of security checks for Windows NT,
2000, Server 2003 , XP, Vista, Windows 7 and Windows 2008 that are more accurate if a
domain account is provided . Nessus does attempt to try several checks in most cases if no
account is provided.

The Windows Remote Registry service allows remote computers with credentials to
access the registry of the computer being audited. If the service is not running,

reading keys and values from the registry w ill not be possible, even with full
credentials. Pl ease see t he Tenab IDgnanhdRemotefRegsstty t i t |
Auditing - Now you see it , &ofwory omanmhiomion f!

User s ¢ an SSHesdttimgst 0 f r om t +d@wvn chenw gnd enter credentials for
scanning Unix systems . These credentials are used to obtain local information from remote

Unix systems for patch auditing or compliance checks . There is afield f or entering the SSH
user name for the account that will perform the checks on the target Unix system, along
with either the SSH password or the SSH public key and private key pair . There is also a
field for entering the Passphrase for the SSH key, if it is required.

/'\ Nessus 4 supports  blowfish - cbc, aes-cbc and aes- ctr cipher algorithms.

The most effective credentialed scans are those when the supplied credentials have fir oot O
privileges . Since many sites do not permit a remote login as root, Nessus users can invoke

Asud or Asudod with af esrepam adec puarsts wiolralt has been set
Asudoo pr.ivileges

Nessus can use SSH key -based access to authenticate to a remote server. If an SSH

known_hosts file is available and provided as part of the scan policy, Nessus will only

attempt to log into hosts in this file . This can ensure that the same username and password

you are using to audit your known SSH servers is not used to attempt a login to a system

that may not be under your control. Finally, the fAPr efanbeasettbd@&@H port o
Nessus to connect to SSH if it is running on a port other than 22.

An exampl e screen capt torlevatoef privilegds forga séars u thllows . For this
exampl e, the user ac cchbhasbeenasdeditathed i fetd/sudoerk i file on the
systemtobescanned .The password provided is the password for
the root password
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@® Add Policy

Credential Type SIS

I

SS5Husername : [ENDLD

General _
SSH password {unsafel) :
Credentials S5H public key to use : Browse...

Plugins SSH private key to use Browse...
Preferences Passphrase for SSH key :
Elevate privileges with

sw/sudo password :

S5H known_hosts file :

P

Prefermed SSH port :

The Credentials tab also provides an option in the drop -down menu for cOrvaclé i guri ng
sett ings 0, specifically the Oracle SID and option to test for known default accounts in
Oracle software:

@® Add Policy

Credential Type EelEl =Rl

I

Oracle SID :

General ,
Test default accounts (slow)

Credentials

Plugins

Preferences

fiKerberos configuration 0 allows you to specify crede  ntials using Kerberos keys from a
remote system:
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Rl Crodentel Type

Kerberos Key Distribution Center (KDC) :

General
Kerberos KDC Port: L]

Credentials Kerberos KDC Transport :

Plugins Kerberos Realm (S5H only) :

Preferences

Finally, if a secure method of performing cred entialed checks is not available, users can

force Nessus to try to perform checks overCleatext ecure pr
protocol settings 0 d rdovn menuitem . The cleartext protocols supported for this option

are telnet , rsh and rexec .

@® Add Policy L EINRT I  Cleartext protocols settings ¥

User name :

o .

Password (unsafel) :

Credentials Try to perform patch level checks over telnet

Flugins Try to perform patch level checks over rsh

Preferences Try to perform patch level checks over rexec

By default, all passwords associated with the policy are encrypted. If the policy is saved to a
.nessus file and that .nessus file is then copied to a different Nessus installation , all

passwords in the policy will be unusable by the second Nessus scanner as it will be unable
to decrypt them.

To resol ve t hiSaveicsdentials as tldarextiin policy 0 option is provide
When selected, if the policy is saved to a .nessus file, all passwords will be saved to the file

in clear text. The policy may then be copied to a second Nessus installation and thenre -

saved wi tSéve dreddentials 0 option, thus encrypting them again.
If youdonotwant thepolicy tost ore credentials in anDpnonsavener, sel ec

credentials 0 opti on.

& Using clear text credentials in any fashion is not recommended! If the credentials
are sent remotely, via a Nessus scan or e -mailing a policy to another
administrator, the credentials could be intercepted by anyone with access to the
network. Use encrypted authenticat  ion mechanisms whenever possible.

Plugin s
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The Plugin Selection tab enables
or individual checks.

® Add Policy

Filter

Families
General

Credentials Backdoors

. CGl abuses
Plugins
CGl abuses : XS8

Preferences 2 clsco

the user to choose specific security checks by

Show Only Enabled Plugins

0 AlX Local Security Checks

CentOS Local Security Checks

I
Plugin Description

Enabled Families: 42

Clicking on the yellow circle next to a plugin family allow

Enabled Plugins:

32338

Cancel

family. Selecting a family will display the list of its plugins in the upper right pane.
Individual plugins can be enabled or disabled to create very specific scan policies. As

adjustments are made, the total number of families and plugins selected is

bottom.
of the plugins are enabled, but not all of

Selecting a specific plugin
report. The synopsis and description will
examined. Scrollin

Copyright 2004

them.

will display the plugin output that will be displayed as see

provide more details of the

g down in the APl ugin
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Enable All

Back

s you to enable or disable the en

plugin family

Reset Filter

Disable All

Next

tire

displayed at the
If the circle next to a plugin family is half grey and half yellow, it denotes that some

nina

vulnerability being

Descriptiono
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